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China’s electric vehicle monitoring raises surveillance fear

By ERIKA KINETZ
Associated Press

SHANGHAI When
Shan Junhua bought his
white Tesla Model X, he
knew it was a fast, beautiful
car. What he didn’t know is
that Tesla constantly sends
information about the pre-
cise location of his car to the
Chinese government.

Tesla is not alone. China
has called upon all elec-
tric vehicle manufacturers
in China to make the same
kind of reports — potentially
adding to the rich kit of sur-
veillance tools available to
the Chinese government as
President Xi Jinping steps
up the use of technology to
track Chinese citizens.

“I didn’t know this,” said
Shan. “Tesla could have it,
but why do they transmit it
to the government? Because
this is about privacy.”

More than 200 manu-
facturers, including Tesla,
Volkswagen, BMW, Daim-
ler, Ford, General Motors,
Nissan, Mitsubishi  and
U.S.-listed electric vehicle
start-up NIO, transmit posi-
tion information and dozens
of other data points to gov-
ernment-backed  monitor-
ing centers, The Associated

Press has found. Generally,
it happens without car own-
ers’ knowledge.

The automakers say they
are merely complying with
local laws, which apply only
to alternative energy vehi-
cles. Chinese officials say
the data is used for analyt-
ics to improve public safety,
facilitate industrial develop-
ment and infrastructure plan-
ning, and to prevent fraud in
subsidy programs.

But other countries that
are major markets for elec-
tronic vehicles — the United
States, Japan, across Europe
— do not collect this kind of
real-time data.

And critics say the infor-
mation collected in China
is beyond what is needed
to meet the country’s stated
goals. It could be used not
only to undermine for-
eign carmakers’ competi-
tive position, but also for
surveillance — particularly
in China, where there are
few protections on personal
privacy. Under the leader-
ship of Xi Jinping, China
has unleashed a war on dis-
sent, marshalling big data
and artificial intelligence to
create a more perfect kind
of policing, capable of pre-
dicting and eliminating per-

ceived threats to the stabil-
ity of the ruling Communist
Party.

There is also concern
about the precedent these
rules set for sharing data
from next-generation con-
nected cars, which may soon
transmit even more personal
information.

“You’re learning a lot
about people’s day-to-day
activities and that becomes
part of what I call ubiqui-
tous surveillance, where
pretty much everything that
you do is being recorded and
saved and potentially can
be used in order to affect
your life and your freedom,”
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In this June 22, 2018, photo, Shan Junhua chats about
privacy near his whiteTesla while charging it in Shanghai.

said Michael Chertoff, who
served as Secretary of the
U.S. Department of Home-
land Security under Presi-
dent George W. Bush and
recently wrote a book called
“Exploding Data.”

Chertoff said global
automakers should be ask-
ing themselves tough ques-
tions. “If what you’re doing
is giving a government of
a more authoritarian coun-
try the tools to have mas-
sive surveillance, I think
then companies have to ask
themselves, ‘Is this really
something we want to do in
terms of our corporate val-
ues, even if it means other-

wise forgoing that market?””

The Shanghai Electric
Vehicle Public Data Col-
lecting, Monitoring and
Research Center sits in a
gray tower in suburban Jiad-
ing district. One floor up from
the cafeteria, a wall-sized
screen glows with dots, each
representing a single vehi-
cle coursing along Shang-
hai’s roads to create a mas-
sive real-time map that could
reveal where people live,
shop, work, and worship.

Click a dot at random,
and up pops a window with
a number that identifies each
individual vehicle, along
with its make and model,
mileage and battery charge.

All told, the screen exhib-
its data from over 222,000
vehicles in Shanghai, the
vast majority of them pas-
senger cars.

“We can provide a lot of
data from consumers to the
government to help them
improve policy and plan-
ning,” said Ding Xiaohua,
deputy director of the cen-
ter, a nonprofit that is tightly
aligned with and funded by
the government.

According to national
specifications published in
2016, electric vehicles in
China transmit data from

the car’s sensors back to the
manufacturer. From there,
automakers send at least 61
data points, including loca-
tion and details about battery
and engine function to local
centers like the one Ding
oversees in Shanghai.

Data also flows to a
national monitoring cen-
ter for new energy vehicles
run by the Beijing Institute
of Technology, which pulls
information from more than
1.1 million vehicles across
the country, according to
the National Big Data Alli-
ance of New Energy Vehi-
cles. The national monitoring
center declined to respond to
questions.

Those  numbers  are
about to get much big-
ger. Though electric vehi-
cle sales accounted for just
2.6 percent of the total last
year, policymakers have said
they’d like new energy vehi-
cles to account for 20 percent
of total sales by 2025. Start-
ing next year, all automak-
ers in China must meet pro-
duction minimums for new
energy vehicles, part of Bei-
jing’s aggressive effort to
reduce dependence on for-
eign energy sources and
place itself at the forefront of
a growing global industry.

FRIDAY, NOVEMBER 30

FARM FAIR AG AND TRADE SHOW, 10 a.m.-5
p.m., Eastern Oregon Trade & Event Center, 1705
E. Airport Road, Hermiston. Topics and sessions
include pollinators, pesticides, water, potato produc-
tion, organics, cereals and more. Vendor booths on
display indoors and outside. All sessions free except
for core certification classes (limited spots available).
(Debbie Pedro 541-567-6151)

STORY AND CRAFT TIME, 2 p.m., Echo Public
Library, 20 S. Bonanza, Echo. (541-376-8411)

WINTER MARKET, 4-7:30 p.m., SAGE Center,
101 Olson Road, Boardman. Shop for boutique cloth-
ing, handmade gifts, home decor, beauty products,
specialty items, jewelry and more.Nov. 30 is Ladies
Night Out, free admission with door prizes; Dec. 1 is
Family Day, free admission with photo booth. (Ste-
fanie Swindler 541-481-7243)

VFW BINGO, 6 p.m., Hermiston VFW, 45 W.
Cherry St., Hermiston. Doors open at 6 p.m., games
begin at 7 p.m. Everyone welcome. (541-567-6219)

SATURDAY, DECEMBER 1
PANCAKE BREAKFAST, 7-10 a.m., Stanfield
Community Center, 225 W. Roosevelt, Stanfield.
Costs $6 for full breakfast/$3 for light meal. (Rose
Emerson 541-449-1332)
HOLIDAY BAZAAR, 7 a.m.-3 p.m., Stanfield
Community Center, 225 W. Roosevelt, Stanfield.

FRIDAY AFTERNOON & EVENING

COMING EVENTS

Handmade crafts, gift vendors, breakfast from 7-10
a.m. available for purchase. (Rosalie Emerson 541-
720-9509)

CHRISTMAS SHOPPING YARD SALE, 8 a.m.-3
p.m., Pendleton High School commons, 1800 N.W.
Carden Ave., Pendleton. Proceeds will help fund
the high school language club’s spring trip to Spain.
(Kathryn Youngman 541-278-9663)

HOLIDAY BAZAAR, 9 a.m.-3 p.m., Pendleton
Early Learning Center, 455 S.W. 13th St., Pendleton.
Benefits Relay for Life. (541-377-3334)

CHRISTMAS BAZAAR, 9 a.m.-4 p.m., Our Lady
of Angels Catholic Church parish hall, 565 W. Hermis-
ton Ave., Hermiston. Craft vendors and more. Break-
fast and lunch items will be available for purchase.
Free admission. (Maria Rollins 541-561-1448)

EAGLES HOLIDAY BAZAAR, 9 a.m.-4 p.m.,
Pendleton Eagles Lodge, 428 S. Main St., Pendleton.
Lunch will be available for purchase. (541-969-7783)

WINTER MARKET, 9 a.m.-4 p.m., SAGE Center,
101 Olson Road, Boardman. Shop for boutique cloth-
ing, handmade gifts, home decor, beauty products,
specialty items, jewelry and more.Nov. 30 is Ladies
Night Out, free admission with door prizes; Dec. 1 is
Family Day, free admission with photo booth. (Ste-
fanie Swindler 541-481-7243)

OREA HOLIDAY BAZAAR, 9 am.-1 p.m.,
Roosters Restaurant, 1515 Southgate, Pendleton.
Homemade goodies, crafts and raffle items. Pro-

ceeds support teacher grants for classroom projects.

HOLIDAY BAZAAR, 9 a.m.-3 p.m., Athena Ele-
mentary School, 375 S. Fifth St., Athena. Hot break-
fast and lunch available for purchase, raffles, kids
craft area, pictures with Santa (noon-2 p.m.) and 50
vendors. (April McKenna 541-310-9557)

FREE FOR ALL, 9:30-10:15 a.m., Pendleton
Center for the Arts, 214 N. Main St., Pendleton. Free
art classes for children up to age 12. Children under
8 should be accompanied by an adult. (Roberta La-
vadour 541-278-9201)

YARN CLUB, 10 a.m.-12 p.m., Hermiston Public
Library, 235 E. Gladys Ave., Hermiston. (541-567-
2882

CHRISTMAS BAZAAR, 10 a.m.-2 p.m., Pilot
Rock Community Center, 285 W. Cedar Place, Pilot
Rock. (Nancy 541-379-1950)

BAKERY GOODS AND CRAFTS SALE, 10
a.m.-2 p.m., Peace Lutheran Church, 210 N.W. Ninth
St., Pendleton. Great holiday gift ideas. Baked pota-
toes and chili available for purchase. (541-276-7592)

HIP & HANDMADE, 11 a.m.-12 p.m., Pendleton
Center for the Arts, 214 N. Main St., Pendleton. Free
drop-in project class for adults. (Roberta Lavadour
541-278-9201)

WREATH BAR, 12-4 p.m., Pendleton Center
for the Arts, 214 N. Main St., Pendleton. Join Kris
O’Grady to decorate a holiday wreath or garland for
your home while they last. Free hot chocolate bar,

family-friendly. (Roberta Lavadour 541-278-9201)

SATURDAY SPIN-IN, 1-4 p.m., Pendleton Center
for the Arts, 214 N. Main St., Pendleton. For spinners,
knitters, weavers, felters, fiber enthusiasts and folks
who are just fiber-curious. Drop-ins welcome. (Ro-
berta Lavadour 541-278-9201)

HANDBELL CONCERT, 2:30 p.m., First Pres-
byterian Church, 201 S.W. Dorion Ave., Pendleton.
Phyllis Tincher, handbell soloist, and Sean Rogers,
pianist, will perform holiday favorites. CDs will be
available for purchase. Free admission. (541-276-
7681)

GLOW-IN-THE-DARK DODGEBALL WITH
SANTA, 6 p.m., Pendleton Recreation Center, 510
S.W. Dorion Ave., Pendleton. Try your best moves
against the big man himself. Two age groups, youth
(ages 8-16) and open (ages 12+). Cost is $22 per
person, pre-registration requested. (541-276-8100)

HERMISTON FESTIVAL OF TREES, 6 p.m.,
Hermiston Community Center, 415 S. Highway 395,
Hermiston. Saturday: Dinner/auction tickets $40 per
person, 21 and over only. Sunday: Family Day, sug-
gested $5 donation. (541-567-6151)

OLDIES NIGHT: CHRISTMAS CLASSICS, 7
p.m., Wesley United Methodist Church, 816 S. Main
St., Milton-Freewater. Enjoy 50 classics holiday
songs, from Bing Crosby’s “Silent Night” to EImo &
Patsy’s “Grandma Got Run Over By a Reindeer” and
more. Free. (Bob Jones 541-938-7028)
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