Page 6A East Oregonian

NATION

Tuesday, October 20, 2015

While Clinton used home email, State’s networks were at risk

WASHINGTON  (AP)
Hillary Rodham Clinton has come
under fierce criticism for doing
business over personal email while
secretary of state, putting sensitive
data at risk of being hacked. But
her communications may not have
been any more secure had she used
a State Department email address,
judging by years of independent
audits that excoriated the depart-
ment over poor cyber security on
Clinton’s watch.

The State Department’s unclas-
sified email system was breached
by hackers linked to Russia last year
who stole an unspecified number of
emails. The hackers hit a depart-
ment that was among the worst
agencies in the federal government
at protecting its computer networks
while Clinton was secretary from
2009 to 2013, a situation that
continued to deteriorate as John
Kerry took office, according to
independent audits and interviews.

The State Department’s compli-
ance with federal cybersecurity
standards was below average when
Clinton took over but grew worse in

each year of her tenure, according
to an annual report card compiled
by the White House based on audits
by agency watchdogs. Network
security continued to slip after
Kerry replaced Clinton in February
2013, and remains substandard,
according to the State Department
inspector general.

In each year from 2011 to
2014, the State Department’s
poor cybersecurity was identified
by the inspector general as a
“significant deficiency” that put the
department’s information at risk.
The latest assessment is due to be
published in a few weeks.

Clinton, the front-runner for the
Democratic presidential nomina-
tion, has apologized for her use of
a private email server for official
business while she was secretary
of state. The FBI is investigating
whether her home server was
breached.

State Department officials don’t
dispute the compliance shortcom-
ings identified in years of internal
audits, but argue that the audits
paint a distorted picture of their

cybersecurity, which they depict as
solid and improving. They strongly
disagree with the White House
ranking that puts them behind most
other government agencies. Senior
department officials in charge of
cybersecurity would speak only on
condition of anonymity.

“We have a strong cybersecurity
program, successfully defeating
almost 100 percent of the 4 billion
attempted intrusions we experience
each year,” spokesman Mark Toner
said.

Two  successive  inspectors
general haven’t seen it that way. In
December 2013, IG Steve Linick
issued a “management alert”
warning top State Department
officials that their repeated failure
to correct cybersecurity holes was
putting the department’s data at
risk.

Based on an audit by Linick,
State scored a 42 out of 100 on
the federal government’s latest
cybersecurity report card, earning
far lower marks than the Office
of Personnel Management, which
suffered a devastating breach last

year. State’s scores bested only the
Department of Health and Human
Services and the Department of
Housing and Urban Development.
State Department officials complain
the grades are subjective.

The hack from Russia was so
deep that State’s email system had
to be cut off from the Internet in
March while experts worked to
eliminate the infestation.

Clinton approved significant
increases in the State Department’
information technology budgets
while she was secretary, but senior
State Department officials say she
did not spend much time on the
department’s cyber vulnerabilities.
Her emails show she was aware of
State’s technological shortcomings,
but was focused more on diplomacy.

Clinton’s campaign staff did not
respond to repeated and detailed
requests for comment.

Emails released by the State
Department from her private
server show Clinton and her top
aides viewed the department’s
information technology systems as
substandard and worked to avoid

them.

“State’s technology is so
antiquated that NO ONE uses a
State-issued laptop and even high
officials routinely end up using
their home email accounts to be
able to get their work done quickly
and effectively,” top Clinton aide
Ann-Marie Slaughter wrote in an
email to Clinton on June 3, 2011.

Under Clinton and Kerry, the
State Department’s networks were
a ripe target for foreign intelli-
gence services, current and former
government officials say, echoing
the situation at OPM, which last
year saw sensitive personnel data
on 21 million people stolen by
hackers linked to China.

The Russian hackers who broke
into State’s email system also
infiltrated networks at the Defense
Department and the White House,
officials say, and no clear line can
be drawn between their success and
State’s dismal security record.

But as with OPM, State’s
inspector general identified many
of the same basic cybersecurity
shortcomings year after year.

Television > Today's highlights

Barbara Corcoran stars in “Shark Tank”

The Flash
WPIX 5:00 p.m.

Barry (Grant Gustin) and the team form an uneasy alliance with Lisa
(Peyton List) when they discover that her brother, Captain Cold (Went-
worth Miller) has been kidnapped in this new episode. Michael Iron-
side guest stars as Cold’s father, Lewis Snart.

Storage Wars
A&E 9:00 p.m.

Have some fun with A&E’s “Storage Wars” crew in a new episode of
this popular reality TV series. The buyers are given just moments to
look inside storage lockers before bidding on their contents in the

hopes of finding treasure.

Face Off
SYFY 9:00 p.m.

In this new episode, the finalists prepare for the final challenge and
discover they’ll be working alongside a real-life Hollywood director
and full production crew. Together, they’ll have to create three stun-

ning short films on location.

Cake Boss
TLC 9:00 p.m.

The bakery crew creates a stunning cherry blossom cake for a local
park as they celebrate springin this new episode. Meanwhile, Grace
and Joey celebrate Rob’s graduation, and a daring culinary student
claims he can make cannoli better than the hoss.

Limitless
KEPR KOIN 10:00 p.m.

Armed with a steady supply of a mysterious drug, Brian Finch (Jake
McDorman) works with the FBI to solve complex cases in this new epi-
sode. Bradley Cooper has a recurring role as Sen. Edward Morra, who

also uses the mystery drug.

Shark Tank
€3 KVEW KATU 10:00 p.m.

The Sharks are once again on the hunt for money-making deals, en-
tertaining pitches from entrepreneurs with military backgrounds in
this rebroadcast. Only the best ideas impress the tycoons, including
recycled .50 calibre shells and a carrying case.

Talk shows

7:00 a.m. @D KEPR KOIN CBS This
Morning
@ KNDU KGW Today Show Bill
Murray on ‘Rock the Kashah.’
€3 KVEW KATU Good Morning
America
WPIX Maury

7:30 a.m. LIFE The Balancing
Act Managing Nontuberculous
Mycobacteria; behind the scenes of the
Broadway smash ‘IF/THEN’.

8:00 a.m. WPIX The Jerry Springer
Show Things were going great for
Roger and Jennifer until Roger wound
up in bed with Amber.

9:00 a.m. @F) KEPR The Meredith
Vieira Show
@ KNDU KGW Today Show 11 Zooey
Deschanel on ‘Rock the Kashah.’
€5 KVEW Live! With Kelly and
Michael Guests include Vin Diesel and
Amanda Peet.

ALN The Balancing Act

WPIX The Jerry Springer Show Julie
gets a reality check when she discovers
her boyfriend cheated on her.

10:00 a.m. @ KNDU KGW Today
Show Ill Marlo Thomas on ‘Clever Little
Lies.

B KVEW KATU The View

HALL Home and Family

WPIX The Bill Cunningham Show
Families in crisis confront their loved
ones about drug use, drinking and
neglect.

11:00 a.m. @ KNDU The Wendy
Williams Show
KGW The Dr. 0z Show
KATU Live! With Kelly and Michael
Guests include Vin Diesel and Amanda
Peet.

WPIX The Steve Wilkos Show Keita is
devastated that her boyfriend cheated
on her a few months ago.

Noon KPTV The Rachael Ray Show
& KTNW Charlie Rose

Modern [Modern |2 Broke |2 Broke |Grandfa- |The Scream To stay close to [FOX News |:35 Law:Cl A squad :35 Two
an 1" Family "Suddenly, |Girls Girls thered Grinder (N)|each other, the girls of |First at investigates high profile |and a Half
KFFX "Goodni- |Last "Deadbe- Kappa Kappa Tau host a|Ten cases while focusing on (Men
ght Gracie" |Summer" at" (N) slumber party. (N) the criminals' motives.
KPTV 3 6 0'Clock News Family Family Grandfa- [The Scream Queens "Seven|10 O'Clock News 11 0'Clock |Loves Ray
Feud Feud thered (N) |Grinder (N)|Minutes in Hell" (N) News “No Fat"
Action Inside The Big  [The NCIS Abby becomes a |NCIS:New An Australian |Limitless Brian learns a |Action :35
2 News at 6 |Edition Bang "The |Simpsons |hostage when she talks |Royal Navy Lieutenant is |shocking secret about [News at |S.Colbert
KEPR p.m. Engagemen a pharmaceutical doctor |found murdered in New |Rebecca’s late father  |11:00 p.m. |Kevin
t Reaction” about a murder case. | Orleans. but worries to tell her. Spacey
KOIN 19 KOIN 6 Evening |Extra Ent. NCIS "Lockdown" (N) [NCIS: New Orleans Limitless "Personality |KOIN 6 :35
News at 6 (News Tonight "Foreign Affairs" (N)  |Crisis" (N) News/ 11 |S.Colbert
Local Family Wheel of [Jeopardy! |BestEver A modernized |The Voice The 'battle |Chicago Fire Firehouse |Local :35 The
(25 6 News Feud Fortune variety show featuring |rounds' continue & the |51 comes under scrutiny|News Tonight
KNDU stunts, skits, pranks and|coaches enlist the help |from Internal Affairs Show
giveaways. of top recording artists. |after a complicated call.
KGW 8 KGW News at 6:00 Live at Inside Best Time Ever With  |The Voice "The Chicago Fire "A Taste |KGW News|:35 Tonight
p.m. Seven Edition Neil Patrick Harris Battles" (N) of Panama City" at 11
Extra Local Entertai- |The Insider|Charlie  [Toy Story |Agent SHIELD S.H.I.L.D.[Shark Tank Active duty [Local News at 11 /:05
4 News at  |nment Brown of reluctantly teams up  |military and veterans  |Kimmel This late-night talk]
KVEW 6:30 Tonight TERROR! |with their rivals as they [who have unique show features celebrity
hunt for the Inhumans. |products are featured. |guests, bands & comedy.
KATU 5 KATU News at 6 Jeopardy! |Wheel of [Charlie  |Toy Story |Agents of SHIELD Shark Tank KATU :35 Jimmy
Fortune  |Brown "Devils You Know" (N) News Kimmel
@D PBS NewsHour BBC World |[Environ-  [American Experience |Frontline Gain insight into the hard-fought battles [Charlie Rose (N)
KTNW News mentalists | "The Forgotten Plague" |& secret negotiations over immigration reform.
13 Ask This  |Business |PBS NewsHour American Experience |Frontline Gain insight into the hard-fought battles [The 25,000 Mile Love
0Old House |(N) "The Forgotten Plague" | & secret negotiations over immigration reform. Story
| 830 | 9pm | 9:30 | 10pm | 10:30 | 11 pm | 11:30
ARE 52 Storage |Storage |Storage |[Storage |[Storage [Storage |Storage Storage |Storage |Storage |[Storage
Wars Wars Wars: Ba |Wars Wars Wars (N)  |Wars (N) Wars (N) (Wars (N) |Wars Wars
AMC 60 % Tremors Giant worm-like predators attack a % Tremors 2: Aftershocks Faster & meaner then ever,|:15 % Tremors 3: Back to Perfection The town of
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2:00 p.m. KPTV The Real TCM 56 5:00 % * %% A League |%- Sleepless in Seattle A boy calls a radio talk show & |:15 % ** %% The Prince of Tides A man's relationship with [:45 %
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Guests include Florence Welch and USA 58 |5:30 % %% The Day After Tomorrow % * % The Lost World: Jurassic Park ('97, Adv) Jeff Goldblum. Modern  |[Modern
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(ADKFFX AgDay ZooClue The Office |Paid Mother  |Paid Law & Order: C.I. Crime Watch Daily
KPTV 3 |Good Day Oregon at 6 (Good Day Oregon Good Day The 700 Club Paid |Paid
Y GoOKEPR | 2 [News |News CBS This Morning Meredith Vieira The Price Is Right Young & Restless
(*2 KoIN 19 [KOIN 6 News at 6 a.m.|CBS This Morning Let's Make a Deal The Price Is Right Young & Restless
I®] =5 )KnNDU| 6 |4:30WakeUp North | Today Bill Murray, Jeff Daniels, Pentatonix (N) | Today Show Il (N) Today Show I1I (N) Wendy Williams
= KGW 8 [KGW News at Sunrise |Today Bill Murray, Jeff Daniels, Pentatonix (N)  [Today Show II (N) Today Show IlI (N) The Dr. Oz Show
E®] @2okvew| 4 [Northwest |Northwest Good Morning America (N) Kelly and Michael (N) |The View Paid |Middle
=4 KATU 5 [4:30 KATU News Good Morning America (N) AM Northwest The View Kelly and Michael (N)
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Pat. Court |Pat. Court |Divorce  |Divorce |Judge Mathis The People's Court  [The People's Court  [M&M M&M

KPTV 3 [The Rachael Ray Show |Wendy Williams The Real TMZ Live! Judge Judy|Judge Judy|5 O'Clock News
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