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In this 2008, file photo, Will Zack pulls a sockeye salmon from a hoop net 
on his family’s fishing scaffold on the Columbia River just east of the Bon-
neville Dam near Skamania, Wash. Congressional delegations from Wash-
ington, Oregon, Idaho and Montana are demanding that the Obama ad-
ministration begin negotiations with Canada to update a landmark treaty
that governs the operation of dams on the Columbia, which is North 
America’s fourth-largest river. 

By NICHOLAS K. GERANIOS
Associated Press

SPOKANE, Wash. — The entire 
congressional delegation from Washing-
ton, Oregon, Idaho and Montana is de-
manding that the Obama administration 
begin negotiations with Canada to up-
date a landmark treaty that governs the 
operation of dams on North America’s 
fourth-largest river.   

The treaty, signed in 1964, is import-
ant because the Columbia River basin’s 
dams affect the economy, environment 

residents in the four states, along more 
than 1,200 miles of the river and its trib-
utaries.

“Given the 2024 deadline for certain 
aspects of the treaty, we ... urge you to 
initiate negotiations with Canada in 
2015,” the 26 members of the Senate and 
House wrote to the president this week.

The letter expressed concerns about 
the Obama administration’s slow pace 
on the complicated matter.

The treaty governs operations of hy-
droelectric dams and reservoirs on the 
Columbia River. It has no expiration 
date, but either country can cancel it or 

suggest changes beginning in 2024 with 
10 years’ notice.

Numerous issues already have 
emerged.

For instance, the United States con-
tends it should pay dramatically less to

through the treaty. 
Also, Native American tribes in the

U.S. and Canada are pushing for the 
return of salmon runs that some of the 
dams destroyed. 

Tribes are pushing for the treaty to 
include salmon restoration to the upper
Columbia, above Grand Coulee Dam in
northern Washington state. The U.S. has 
said the two countries should study the

that dam. But Canada contends restoring

issue.
The new letter follows one sent to 

the president last year requesting action
by mid-2014. It is intended to “express
consternation with how the process has 
unfolded thus far.”

“We remain concerned about ... the
prioritization this matter is receiving
within your Administration and the De-
partment of State,” the letter states.

Northwest lawmakers seek 
treaty talks with Canada
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Shown are noon positions of weather systems and precipitation. Temperature bands are highs for the day.
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 0-2, Low  3-5, Moderate 6-7, High;
 8-10, Very High; 11+, Extreme

 The higher the AccuWeather.com UV Index™ num-
ber, the greater the need for eye and skin protection. 
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Yesterday’s National Extremes: (for the 48 contiguous states)

Weather (W): s-sunny, pc-partly cloudy, c-cloudy, sh-showers, t-thunderstorms, r-rain, 
sf-snow flurries, sn-snow, i-ice.

Shown is today’s weather. Temperatures are today’s highs and tonight’s lows.
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TODAY

64° 36°

68° 34°

Sunny, pleasant 
and warmer

FRIDAY

Mostly sunny and 
nice

71° 43°

73° 42°

SATURDAY

Pleasant with 
plenty of sun

69° 38°

74° 38°

SUNDAY

Sunshine and 
pleasant

69° 39°

73° 38°

MONDAY

73° 43°

77° 42°

Mostly sunny and 
nice

New First Full Last

Apr 18

1 13663

Apr 25 May 3 May 11

Albuquerque 60 38 c 60 42 sh
Atlanta 66 56 sh 73 60 c
Atlantic City 58 51 pc 61 52 sh
Baltimore 68 52 pc 72 51 sh
Billings 56 33 s 64 39 s
Birmingham 73 61 t 76 62 t
Boise 63 37 s 71 45 s
Boston 58 46 s 61 48 sh
Charleston, SC 72 61 c 78 62 c
Charleston, WV 66 53 c 76 53 c
Chicago 62 42 sh 72 53 pc
Cleveland 60 50 sh 63 47 pc
Dallas 76 62 t 75 63 t
Denver 48 32 sn 48 34 sn
Detroit 59 49 sh 70 48 pc
El Paso 75 45 pc 74 48 s
Fairbanks 48 29 c 49 29 sh
Fargo 66 36 pc 74 37 s
Honolulu 82 70 sh 83 71 pc
Houston 81 68 t 78 66 t
Indianapolis 68 53 sh 73 52 c
Jacksonville 76 65 t 78 64 t
Kansas City 75 54 c 75 58 t
Las Vegas 73 55 s 80 59 s
Little Rock 82 61 pc 79 62 t
Los Angeles 84 58 s 81 58 s

Louisville 72 60 sh 80 56 c
Memphis 81 63 pc 82 63 t
Miami 87 75 pc 86 74 pc
Milwaukee 54 40 sh 65 46 pc
Minneapolis 69 49 pc 71 49 pc
Nashville 72 58 t 77 58 c
New Orleans 79 69 t 80 71 t
New York City 59 50 pc 64 52 sh
Oklahoma City 79 60 t 75 60 t
Omaha 74 54 c 75 56 c
Philadelphia 66 52 pc 68 52 sh
Phoenix 78 57 s 85 61 s
Portland, ME 55 42 s 64 43 sh
Providence 59 43 s 60 45 sh
Raleigh 63 55 r 77 58 c
Rapid City 51 36 sh 53 37 c
Reno 66 37 s 73 42 s
Sacramento 81 46 s 84 48 s
St. Louis 76 57 pc 80 61 c
Salt Lake City 55 38 pc 62 40 s
San Diego 83 59 s 77 60 s
San Francisco 76 51 s 72 51 s
Seattle 62 43 pc 65 46 pc
Tucson 73 46 s 79 51 s
Washington, DC 70 56 pc 76 57 sh
Wichita 81 56 t 74 57 t

Astoria 64 43 s 60 41 pc
Baker City 64 30 s 71 33 s
Bend 64 30 s 70 33 s
Brookings 66 48 s 65 50 pc
Burns 66 26 s 73 31 s
Enterprise 60 32 s 67 33 s
Eugene 68 41 s 72 42 s
Heppner 64 33 s 71 39 s
Hermiston 68 34 s 73 42 s
John Day 64 33 s 70 38 s
Klamath Falls 67 30 s 71 34 s
La Grande 63 31 s 70 37 s
Meacham 57 27 s 64 31 s
Medford 76 42 s 78 46 s
Newport 59 44 s 58 44 pc
North Bend 62 48 s 60 47 pc
Ontario 68 35 s 75 42 s
Pasco 68 37 s 74 42 s
Pendleton 64 36 s 71 43 s
Portland 70 45 s 72 45 s
Redmond 65 28 s 72 32 s
Salem 68 43 s 72 43 s
Spokane 60 39 pc 67 41 s
Ukiah 61 30 s 68 35 s
Vancouver 69 43 s 72 44 s
Walla Walla 66 42 s 72 45 s
Yakima 71 38 s 76 41 s

Beijing 70 47 s 78 51 c
Hong Kong 80 70 s 80 73 s
Jerusalem 58 46 sh 61 47 r
London 64 44 pc 58 41 pc
Mexico City 78 53 pc 80 53 pc
Moscow 46 34 sh 48 30 pc
Paris 72 53 c 62 44 t
Rome 66 52 pc 66 52 pc
Seoul 63 41 r 63 40 s
Sydney 84 66 sh 73 64 r
Tokyo 68 58 pc 69 51 s

Boardman NW 2-4 VAR 2-4
Pendleton NW 3-6 NNW 3-6

 Today Friday

 Today Fri.  Today Fri.

Forecasts and graphics provided by 
AccuWeather, Inc. ©2015

National Summary: As flooding problems continue in the South, showers will affect the 
Ohio Valley and Virginia today. Severe storms will erupt from Texas to Nebraska. Rain and 
heavy snow will move over the central Rockies.

 Today Fri.

 Today Fri.

High 90° in Orlando, Fla. Low 9° in Winnemucca, Nev.

Western Washington: Partly sunny today. 
Partly cloudy tonight.

Coastal Oregon: Pleasant today with plenty 
of sunshine. Partly cloudy tonight. Clouds 
and sun tomorrow.

Northern California: Sunshine today; 
warmer in the interior mountains. Clear 
tonight; cold.

Eastern and Central Oregon: Sunny, 
pleasant and warmer today. Tonight: a 
starry night.

Eastern Washington: Partly sunny today. 
Mainly clear tonight. Mostly sunny tomor-
row.

Cascades: Sunny, pleasant and warmer 
today. Mainly clear tonight. Mostly sunny 
tomorrow.
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through 3 p.m. yesterday

through 3 p.m. yesterday

Yesterday 54°  30°
Normals 62°  39°
Records 89° (1926) 26° (1903)

Yesterday 60°  33°
Normals 65°  39°
Records 86° (1936) 27° (2005)

24 hours ending 3 p.m. 0.01"
Month to date 0.27"
Normal month to date 0.63"
Year to date 3.01"
Last year to date 4.82"
Normal year to date 4.59"

24 hours ending 3 p.m. 0.00"
Month to date 0.26"
Normal month to date 0.38"
Year to date 1.78"
Last year to date 2.81"
Normal year to date 3.49"

Sunrise today   6:08 a.m.
Sunset tonight   7:42 p.m.
Moonrise today   5:00 a.m.
Moonset today   5:29 p.m.
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NORTHWEST

By HILLARY BORRUD
Capital Bureau

SALEM — Three years af-
-

curity weaknesses at Oregon’s 
main data center in Salem, the 

problems.
The vulnerabilities were out-

lined in a secret March 2012 let-
ter to Michael Jordan, who was 
at the time director of the De-
partment of Administrative Ser-
vices, which manages the data 
warehouse. The facility stores 
data for multiple state agencies.

The extent of the problem 
remains unclear, because the 
agency declined to release the 
letter in response to a public 
records request from the EO 
Media Group/Pamplin Media 
Group Capital Bureau. Auditors 
are in the midst of another pe-
riodic review of security at the 
center and they expect to com-
plete the report this summer.

State agencies have strug-
gled for years to keep Orego-
nians’ data secure. Earlier this 
month, the EO Media Group/
Pamplin Media Group Capital 
Bureau reported that outdat-
ed security protocols on state 
websites left Oregonians vul-
nerable to attackers when they 

-
ployment claims and completed 
other online transactions. 

One reason the Department 
of Administrative Services 
does not want the public to see 
the 2012 letter is that attackers 
could take advantage of securi-
ty weaknesses at the data center 

Matt Shelby, a spokesman 
for the Department of Admin-
istrative Services, wrote in an 
email that “there is little be-
yond the header that we would 
release because it discusses past 
and current security issues at 
the State Data Center.”

Nonetheless, Shelby said 
in an interview Tuesday that 
according to state Chief Infor-

Richards, employees have ad-
dressed approximately one-
third of the security issues cited 
by auditors.

“The other two-thirds, 
-

ress,” Shelby said. “By that, I 
mean 50 percent to 75 percent 
of what we think we need to 
do.”

Shelby said the Department 
of Administrative Services 
agreed with all the auditors’ 
recommendations, which called 
for the agency to purchase new 

-
ument its security processes.

Hackers recently accessed 
data at the center, Gov. Kate 
Brown revealed last month, but 
Shelby said that breach was un-
related to the security problems 

Shelby said one of the of the 
suggestions auditors laid out 
in the letter would have helped 
IT staff to more quickly assess 
which types of data attackers 
accessed. 

The state data center had 
not yet installed centralized log 
management software, which 
would have allowed employ-
ees to more quickly assess the 
scope of the data breach, Shel-
by said.

unlocked, or a window’s open,” 
Shelby said. “The next step is to 

-
en or moved.”

The data center is now in the 
process of installing the cen-
tralized log management soft-
ware, an improvement that was 
planned before the breach. IT 
employees ultimately learned 
hackers had accessed metadata 
about the movement of infor-
mation across the state comput-
er network.

The public portion of the 
2012 data center security audit 
only hinted at the security vul-
nerabilities that auditors found. 
It focused on improper handling 
of media tapes and incomplete 
or not fully tested recovery pro-
grams used after events such as 
major computer crashes.

The only mention of weak-
nesses that could leave the cen-
ter vulnerable to hackers was a 

-
ings of a security review, one of 
the two objectives of the audit, 

-
dential letter to Jordan.

The report was unusual be-
cause state auditors usually pro-
vide at least a general descrip-
tion of the range of problems 
they found and analysis of the 
causes. For example, a 2010 au-
dit of security at the data center 
clearly stated there were prob-
lems.

“In our prior audits of the 

that collectively heightened the 
risk that applications hosted at 
the (state data center) could be 
compromised,” auditors wrote. 
“During this audit we con-

-
rity issues continued to exist.”

A spokeswoman for Brown, 
who was secretary of state and 
oversaw the Audits Division in 
2012, referred questions about 
why the 2012 security concerns 
were kept secret to the current 
Secretary of State Jeanne At-
kins. Tony Green, a spokesman 
for Atkins, said it would require 

-
ure out why auditors disclosed 
security concerns in 2010 but 
not in 2012. 

“But generally speaking, au-
ditors weigh the security risks 
known at that time against the 
best way to get the recommen-
dations implemented,” Green 
wrote in an email. “Between 

analysis produced different an-
swers.”

The Secretary of State’s Of-

2012 letter. 
“If you publish a report that 

says this agency is vulnerable 
to a hack that’s kind of like 
printing an invitation to hack 
it,” Green wrote.

Brown’s communications 
director Kristen Grainger said 
that as secretary of state and 
now as governor, Brown has 
also shared the concern that 
identifying security weaknesses 
could make it easier for attack-
ers to access Oregonians’ data.

“I think to a certain extent 
she wants to be very careful not 
to bring this to the attention of 
hackers or people who would 
do harm to the state’s IT ef-
forts,” Grainger said.

However, Grainger said 
Brown wants to address what 
has become a “long line” of 
data breaches at state agencies 
— hackers accessed databases 
at the Secretary of State’s Of-

-
ment Department in 2014 — 
and that is why the governor 
wants to hire an independent 
expert to review state IT man-
agement and vulnerabilities.

———
The Capital Bureau is a col-

laboration between EO Media 
Group and Pamplin Media 
Group.

Data center security flaws 


