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Experts say Twitter breach is troubling

By ZEN SOO
Associated Press

HONG KONG — A
breach in Twitter’s security
that allowed hackers to break
into the accounts of leaders
and technology moguls is one
of the worst attacks in recent
years and may shake trust
in a platform politicians and
CEOs use to communicate
with the public, experts said
Thursday.

The FBI said Thursday it
is investigating the hacks, and
said the high-profile accounts
“appear to have been compro-
mised in order to perpetuate
cryptocurrency fraud.”

The ruse discovered
Wednesday included bogus
tweets from former President
Barack Obama, Democratic
presidential front-runner Joe
Biden, Mike Bloomberg and
a number of tech billionaires
including Amazon CEO Jeff
Bezos, Microsoft co-founder
Bill Gates and Tesla CEO
Elon Musk. Celebrities
Kanye West and his wife,
Kim Kardashian West, were
also hacked.

Twitter said the hackers
used “social engineering”
to target some of the com-
pany’s employees and then
gained access to the accounts.
The term refers to taking
advantage of human nature
via phishing attacks, trick-
ing people into downloading
malicious software or com-
promising them by offer-
ing something in return for
information. Twitter did not
say how its employees were
compromised.

The attackers sent out
tweets from the accounts of
the public figures, offering to
send $2,000 for every $1,000
sent to an anonymous Bitcoin
address.

Cybersecurity experts say
such a breach could have
dire consequences since the
attackers were tweeting from
verified, globally influen-
tial accounts with millions of
followers.

“If you receive a tweet
from a verified account,
belonging to a well-known
and therefore trusted person,
you can no longer assume
it’s really from them,” said
Michael Gazeley, managing
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Unidentified hackers broke into the Twitter accounts of
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THE ATTACKERS SENT OUT
TWEETS FROM THE ACCOUNTS
OF THE PUBLIC FIGURES,
OFFERING TO SEND $2,000
FOR EVERY $1,000 SENT TO AN
ANONYMOUS BITCOIN ADDRESS.

director of cybersecurity firm
Network Box.

Reacting to the breach,
Twitter swiftly deleted the
tweets and locked down the
accounts to investigate. In the
process it prevented verified
users from sending out tweets
for several hours.

The company said Thurs-
day it has taken “significant
steps to limit access to inter-
nal systems and tools.” User
passwords did not appear
to have been compromised,
Twitter said, so it’s not nec-
essary for users to reset them.

Many celebrities, politi-
cians and business leaders
often use Twitter as a public
platform to make statements.
President Donald Trump, for
example, regularly uses Twit-
ter to post about national and
geopolitical matters, and his
account is closely followed
by media, analysts and gov-
ernments around the world.
The White House said Thurs-
day his account was secure
and wasn’t jeopardized by the
hacks.

Twitter faces an uphill bat-
tle in regaining people’s con-
fidence, Gazeley said. For
a start, it needs to figure out
exactly which accounts were
hacked and show the vulner-

abilities have been fixed, he
said.

“If key employees at Twit-
ter were tricked, that’s actually
a serious cybersecurity prob-
lem in itself,” he said. “How
can one of the world’s most
used social media platforms
have such weak security, from
a human perspective?”’

Rachel Tobac, CEO of
Socialproof ~ Security, said
that the breach appeared to
be largely financially moti-
vated. But such an attack
could cause more serious
consequences.

“Can you imagine if they
had taken over a world lead-
er’s account, and tweeted out
a threat of violence to another
country’s leader?” asked
Tobac, a social engineering
hacker who specializes in
providing training for com-
panies to protect themselves
from such breaches.

Tobac said companies
can guard themselves against
such attacks by beefing up
multi-factor authentication —
where users have to present
multiple pieces of evidence
as authentication before being
allowed to log into a system.

Such a process could

include having a physical
token that an employee must
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have with them, on top of a
password, before they can
log into a corporate or other
private system. Other meth-
ods include installing techni-
cal tools to monitor for sus-
picious insider activities and
reducing the number of peo-
ple who have access to sensi-
tive data, Tobac said.

This week’s case follows
last year’s federal investi-
gation of two former Twit-
ter employees charged with
spying on users for the Saudi
government.

Several U.S. lawmakers
called on Twitter to cooperate
with authorities including the
Department of Justice and the
FBI to secure the site after the
latest breach.

“I am concemned that
this event may represent not
merely a coordinated set of
separate hacking incidents but
rather a successful attack on
the security of Twitter itself,”
said U.S. Sen. Josh Hawley, a
Missouri Republican.

He added that millions of
users relied on Twitter not just
to send tweets but also com-
municate privately via direct
messaging. Twitter hasn’t
said if hackers were able to
access the private messages
of their high-profile targets.

U.S. Sen. Ron Wyden, an
Oregon Democrat, said Twit-
ter CEO Jack Dorsey told
him in a private conversation
in 2018 that the company was
working on protecting direct
messages, known as DMs,
with end-to-end encryption.

But that promise never
materialized, Wyden said
Thursday, leaving everyone’s
private messages “vulnerable
to employees who abuse their
internal access to the com-
pany’s systems, and hack-
ers who gain unauthorized
access.”

“This is a vulnerability
that has lasted for far too long,
and one that is not present in
other, competing platforms,”
Wyden said in an email. “If
hackers gained access to
users’ DMs, this breach could
have a breathtaking impact,
for years to come.”

Associated Press writers
Matt O’Brien, Eric Tucker,
Kevin Freking and Barbara
Ortutay contributed to this
report.
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Loss causes strange request

Dear Annie: Unfortu-
nately, after years of declin-
ing health, my wife’s father
passed away this year. The
reason that I’'m writing is
that, since my father-in-
law’s death, my wife wants
me to not even bring up my
dad, who is still alive. It’s
very extreme. She

do the following before the
interview:

1. Check your own online
identity: Facebook, Twit-
ter, etc. Many still believe
there’s truth in “You're
known by the company you
keep.” So make sure that
your profile blocks the abil-

ity of anyone to see

doesn’t even want DEAR who your friends
to see our daugh- ANNIE are. (Sometimes our
ters making arts and friends may not post
crafts to give to my the best things.)
dad. 2. Research the
My father is in a company:  Exam-
nursing home, and ine their online per-
I haven’t seen him sonality and history.
in months. I miss Who are their target
him very much. But ANNIE LANE  customers? ~ Who

since my wife’s dad
died, I'm more or
less not allowed to
discuss my dad. She even
makes me leave the room if
he calls.

Is this normal, healthy
behavior, and how should I
handle this situation moving
forward? Because whatever
I say or do is, apparently,
insensitive to her feelings.
— At a Loss

Dear At a Loss: Please
accept my heartfelt condo-
lences for the loss of your
father-in-law.

Grief can make it impos-
sible to think clearly, but
that doesn’t make it accept-
able to mistreat our part-
ners. Your wife could ben-
efit from seeing a therapist
who specializes in grief. I’d
also recommend attending
therapy together, even if just
for one or two sessions. You
might also look into grief
support groups in your area;
if your wife isn’t ready for
that yet, you can go on your
own.

Keep trying to be as
patient as possible, but let
her know that you will keep
in contact with your father.
It’s not just the right thing to
do for you and him but also
what’s best for your mar-
riage in the long term. If you
miss spending this precious
time with your dad now, you
might always resent your
wife for it.

Dear Annie: Your sug-
gestions for “Striking Out,”
who has been going on
interviews but having no
luck, were great! Can I also
suggest any job applicant

Creators
Syndicate Inc.

are the heads of the
organization? See if
you can find them
on LinkedIn to see how they
got to where they are.

3. Ask the person inter-
viewing you: “What things
do you wish you knew when
you started working here
that could have helped your
success?” — Ramona

Dear Ramona: These
are great tips. Glassdoor.
com is another useful
resource for job hunters.
Look not just at a compa-
ny’s overall rating but the
individual reviews them-
selves: If all the reviews are
either one-star or five-star,
take a closer look and try
to determine whether those
five-star reviews are genu-
ine. And go into the inter-
view with your eyes wide
open.

Dear Annie: You should
always research the com-
pany you are interview-
ing with. Showing respect,
interest and curiosity com-
pliments the company for
which you are interview-
ing. If you are interviewing
for a company that makes
cement, ask them about the
process. If they clean win-
dows, ask them what is their
biggest job. If they clean lin-
ens, inquire about the clean-
ing machinery. Have fol-
low-ups ready. It shows an
appreciation for the core
business. — Timothy C.

Dear Timothy: Astute
advice: Everyone likes to
be asked about themselves
(or their work, in this case).
I might add that this also
applies to first dates!

204 Automobiles

204 Automobiles

Black factory hardtop for
a ‘97 Jeep Wrangler Sport,
$1,700.

40 ft. Raptor fifth wheel toy
hauler, 2008, three slides.
In really good condition.
$10,000. Must sell.

Call Steve 509-270-4055

ERROR AND CANCELLATIONS
Please read your ad on the first day.

If you see an error, The Astorian
will gladly re-run your ad correctly.
We accept responsibility for the
first incorrect insertion, and then
only to the extent of a corrected
insertion or refund of
the price paid.

To cancel or correct an ad,
call 503-325-3211.

SHOP LOCAL!

Check the Business Directory
daily to utilize the local
professionals advertising
in The Astorian.

To place an ad in our Business
Directory, call 503-325-3211.

[ Classified Ads work hard for you! |

2019 Platinum Edition
38ft 2 slide, Washer dryer,
electric rollout awning, 2a/c,
microwave stab jacks, 2 door
fridge, too many options to
list. Loaded, excellent
condition. Must see
to appreciate- perfect
permanent living or travel.
Please call for info and pics.
$29,900
360-909-7790

251 Boats for Sale

For Sale.
16-ft Aluminum Duroboat
Skiff, 30-hp Honda plus Fish
Finder plus Crab Gear.
EZ Load Trailer
Runs great!
$6,000-OBO

360-244-2631

EVERYTHING is coming up results
when you use a classified ad!
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CRYPTOQUIP
Z DJOFYZU FUTZW VOKO
VTKB CMKYBH PSO QTKBYBH
Y HMODD PSZP VTMUC

RO Z RKOZWIZDP VKZIJ.
Yesterday’s Cryptoquip: FAIRY-TALE DAMSEL
WITH THE MAGICAL POWER OF NEGATING
FORMERLY CAST SPELLS: RESCIND-ERELLA.
Today’s Cryptoquip Clue: U equals L

516 Lots & Acreage 651 Help Wanted 651 Help Wanted 651 Help Wanted

Prospective natural resource
seasonal employee seeks spot
to park truck camper(new)
for seasonal employment. If
interested call 336-280-1718.
References available.

631 For Rent

HOUSE FOR RENT
4BR 2BA home in Seaside
1900 sqft, large yard
No smoking, No pets
A quality home
Available Aug 30
503-440-5664

Reach the entire North Oregon
and Southwest Washington
coasts with our classified
package options!

Call 503-325-3211
for more information.

Heavy Industrial
Property for rent/
lease in Ilwaco.
High visibility
25,000 sq.ft level lot.
Price negotiable.

Contact George
at 360-901-3316

637 RV/Trailer/Mobile
Home Space-Rental

Fenced RV lot for rent
in Chinook with full hookups.
$550/month includes
water/sewer

Contact George
at 360-901-3316.

651 Help Wanted
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7-18 CRYPTOQUIP
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Yesterday’s Cryptoquip: IF A SPECIAL CLOAK
WERE WORN DURING THE MORNING MEAL, I
GUESS THAT WOULD BE A BREAKFAST WRAP.

Today’s Cryptoquip Clue: W equals C
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Sea5|deVacat|onHomes

503-427-1913
Opportunity: FT / PT
Benefits + Advancement
+ Stability
www.SVH-Care.com

vacasa

Full-Time Employment
We’re Hiring!!
$15/hr ($17.25/hr, 5/31- 9/5)
Mult Housekeeping Positions
in Newport, Rockaway,
Seaside, and the North
Coast. Apply at www.vacasa.
com/careers or Text
“Vacasa” to 97211

Newport, Rockaway,
Seaside, North Coast, OR.

Go.
Do.

coastweekend.com

dining ¢ the arts * music
shopping ¢ museums © classes * movies
gardening * news ¢ blogs ® more

WORD PROCESSOR
WANTED
Excellent Formatting
Grammar/Writing Skills
Adaptable schedule
360-244-1865

Willapa Harbor
Hospital =

Willapa Harbor Hospital
CNA Needed

Per diem CNA needed with
acute care experience,
ER & Med/Surg.

For an application
please go to
contact Dustie Franks
dfranks@willapa.net
or go to:

www.willapaharborhospital.com
EOE.

SPECIALTY
SERVICES

WE URGE YOU TO PATRONIZE THE LOCAL
PROFESSIONALS ADVERTISING IN
THE ASTORIAN SPECIALTY
SERVICES. TO PLACE YOUR SPECIALTY
SERVICES AD, CALL 325-3211.

New Today/

Wanted night maintenance
mechanic. Entry level
position. UFCW local 555.
Apply in person at Point Adams
Packing Company, 482 Fleet
Street, Hammond, OR between
8am-1pm, Monday-Friday.
(503)861-2226

Willapa Harbor
Hospital ==~

NOW HIRING!
Per Diem Cook/

Cook Helper
Some experience in food prep
and knowledge of institutional
food service preferred. Must
have a current Food Handler’s
Card. The schedule will vary.

For an application
please go to
www.willapaharborhospital.com
or contact Dustie Franks
dfranks@willapa.net EOE.

Want to place a classified
ad but unsure how?
Call 503-325-3211

and let us help you!




