Hackers pose threat to Internet securlty systems

sophisticated bar-
riers \!I'1 Illinlli-
NAT'ONA compulter sVS
tems linked to
the Internet, posing a vast new security
threat on the global network, authorities
said Monday
Millions of computers linked to the
Internet are vulnerable to theft and caves
dropping by people who use the new
technique, first described in an academ
ic paper 10 years ago but known to be
used successfully only in mecent weeks
experts said
Intruders can gain “root” or top-level
access to host computers then « opy or
destroy documaents or do other damage by
masquernding as an authorized user on
the host system, the government-financed

Computer Emergency Response Team

software “firewall” defenses

An estimated 20 million people use the
Internet, most logging in through “host’
computers al universities or commercial
acooss providors

In coming months the Internet is
expected to continue growing rapidly as
a medium for commerce, with expanded
use of credit card numbers and the intro-
duction of “digital cash” all of which
increases the security threat

“There have been a lot of cases where
credit card information has been asked
for and given” on-line, sald Sanford Sher
lzen, ||.|-~u!um of Data Security Systoms
a consulting firm in Natick, Mass. “Peo
'I“" might as well stand on a street corner
and vell the
plane and trail

information out, or get a
i1 in the sky

‘We're in o real battle now,”” Sherizen

ty programs that Shimomura had written

They destroved some records and
attempled to destroy others,” Shimomura
said in a telephone interview. | think
they were trying to prevent us finding out
what technique they were using to broak
in

Only after four days of investigation
were officials at the center able to confirm
what had happened. Shimomura said

The Times said foderal officials are
investigating subsequent broak-ins at sev
eral organizations’ computers. FBI offi
cials wouldn't comment! Maonday

Shimomura called the attack “a new
order of sophistication.”

"I expect that attacks like this will con-
tinue, especially as there is more com-
merce on the 'net... until we have real
security and strong « r\plugrdph\ in

NEW YORK the Internet... there was no security” from hego S vipercomputer Cente g the inlruder
(AP) Intru ‘»'s the new type of attack, Longstafl said Phe culprit or o apr:\umfh lled the sn.-;u--'- BCe -.Pnul... WS CONs 'l-
have learned how Ihat's because the attackers have learned computer for more than a day and elec- a well-guarded system
to penctrate how to defeat sophisticated hardware and tronically stole a large number of securi ‘Intruders can use

e IP s ;-m'liiui to gain
root access for any purpose,” the CER'
advisory said

Once inside the svstem, intruders can

use a “hijacking tool” to take over con

nections from any user on the system. the

advisory said, adding that there's no way
to prevent use of the "hijacking tool’
once an intruder has gained access to a
computer system

The attacks were described in theory in
academic papers in 1985 and 1989, CERT
sill(*

'l'ho .'|li\'1\ur\' !t‘.h'{l T\'lwﬁ (if: l'il'ilinlh'!'\
routers and software applications that are
vulnerable to Internst protocol spoofing
Some types of networks already include
filters that should prevent the attacks, but
for other types, a filter must be installed

Ihe solutions are difficult, Longstaff

said said. “There are a lot of people, beyond place’ to encode digital transmissions, said "hullnl'llllu-s it's hard to understand '
“"Once the attack is completed, it is dif hackers, who are the mal computer crim Shimomura added why you're doing a "“I”,""“' aven for
ficult to detect,” the team said in an advi inals... who are interested in industrial The new technique is called Internet "I‘i"'”"- which is what um?,v-. this partic £
sory distributed Monday on the Internet espionage’” and other white-collar crime protocol spoofing. The Internet breaks ular problem so insidious ’
An unknown number of attacks already and who could use the new e hnique computer messages into digital data Classified government computer svs
have been reported, Tom Longstaff, man Sherizen said packets” with addressing information tems are not thought to be at risk becauss
ager of research and development at the he new attacks, initially reported the protocols used by network com they are not directly connected to the
CERT coordination center in Pittshurgh Monday by The New York Times, wore puters known as routers, which deliver Internet, the Times said
said in a telephone interview first detected in o Christmas Day break-in the data Fhe Internet originally was created by
For many computer systems, “Even at the computer of Tsutomu Shimomura Spoofing fools the router into believing academic researchers to share computer i
when you bought a security package for a computer security specialist at the San message s coming from a trusted data easily around the world }
Teen pleads guilty to slaying tourist
. . p MONTICELLO, Fla. (AP) A mother, Muriel, and said alter- shooting into an occupied vehi
IndICted for fraUd theft 16-year-old pleaded guilty Mon ward she was happy another cle
’ day to o reduced charge for fatal phase of the case had ended
a y ) " lv sh ing o British tourist and I was consulted in all this,” He faces three o 40 years If']
DENVER (AP) Eleven ud : ¥ 4 - : 7 ; : } S A prison sentencing was sched-
members of roup that ce Despite warnings by the - s, A e oy S _}'I‘.\wlr .\"“’ 5 S DERSL SLBUNIOOL uled for April 11. Akins could
Sidunse Mtk nabtosts Dankin el R L S highway rest stop, the latest in I'm pleased it's happened. I'm have recelved life ii f
L . ; 1 vear of rond attacks on Florida plad it's over with at the O R AT s Seee VG JRERSENS
vstem illegal were indicted tices, more than 1,000 Col ‘ convicted of Lrst-degree murder
on charges of bilking more orado residents paid the group “\ih'h . moment .
than $300,000 out of peaple a $300 “Rling fee' touted as a Prosecutors were prepared to Colley, 34, and Jagger, 36, _l olley was the ninth foreigner
who thought they were shas way 1o share in the proceeds claim that Aundra Akins was the dozed in a rental car at an Inter killed on .I lorida .Tlhlll\ in a sin
ing in proceeds from a court of a court victory the group triggerman in the attack !Il.l!l state l_ll rest stop lh:rmg a drive ;qlv vear, The lltlri:l.dl'd *.huulmly"-.
ot claimed. she said killed Gary Colley and wounded from New Orleans to South Flori- battered the state's tourism trade
Members of We the Peaple Group et Roy Margarot Jagger. He becomes the da whon the youngsters tried to and prompted lawmakers to pass
Based in Fort Collins. fece Schwasinger, who is named third of four youths to plead to nfh 1!1(:m on Sept. 14, 1993 tough It_l\'i-mlt- justice reforms
chargos of securitios fraud in the indicement claimed the lesser charges in the case When Colley tried to back up the Deron Spear, 18, pleaded guilty
conspiracy, criminal imper U.S. Supreme Court had Akins, who was 14 at the time car lo escape, Akins and Crumi- to conspiracy to commit armed
sonation and theft, state Attor declared the nation's banking of the 1993 attack, pleaded guilty tie opened fire, hitting Colley in robbery and accessory after the
Bav Coisaril Cale Neiton/ sald sosiaan. \he Federal Bossrve to second-degree murder and the neck and wounding Jagger, fact. Spear, who said he drove the
Aotday snid the Internal Revenus Sor attempted murder about an hour prosecutors said getaway car, faces up to 10 years !
The monev was collected vice illegal because of a We before his trial was to begin, As Prosecutors said Akins fired in prison at his March 14 sen 1
from people who were told the People class action law part of the plea bargain, he faces  the fatal shot. His I.n\'\‘l-rs had tencing . ]
that the group was authorized suit a maximum 40 years in prison l.llllili the case weak. The state Spear's hull.-bmlh-'r. 14-year- \
to colloct millions of dollars The group's lawsuit was and will testify against John “Bil hasn’t recovered the guns and has old Cedrick Green pleaded no :
on behalf of anyone who paid  dismissed without going 1o tri Iy Joe" Crumitie, an 18-year-old little physical evidence linking  contest to lesser charges. He was i
taxas Bad & benk Soconnt o al on grounds it had no legal facing a second trial afler a jury the suspects to the crime sentenced last month to commu
sven ised custency. Moston baats: Rorton satd was unable to reach a verdict the In exchange for Akins' plea, the nity control, placed on a curfew
first time around state dropped lesser charges of  and ordered to perform 50 hours
Jagger was in court with her attempted armed robbery and of community service
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FrRESHMAN INTEREST GROUPS

3 pm Mee Slam
Rice noodie cooked with chicken
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Try our dinners, too!

£9gs and vegetables, served with
special hot sauce

$4.75
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LOOKING FOR A WAY TO GET
INVOLVED AND HELP OTHERS?

THE FRESHMAN INTEREST GROUP PROGRAM
IS NOW LOOKING FOR STUDENTS TO BECOME
FIG LEADERS FOR THE 1995 FALL TERM

LIVE
ENTERTAINMENT
NIGHTLY

FREE POOL

Every day uatil § pm. * Help students adjust to college life
Sunday & Monday all day

* Refine your leadership and organizational skills

(‘)Son WHEN RY(%
I A3 __

pp::bl?f:m * Meet other highly motivated students
. * Earn 2 upper-division credits and a cash award
Sechers Welcome

* Spring and Fall term commitment

342 - 3358 .
136 E. 11th * Eugene, OR.

APPLY NOW TO BE A FRESHMAN INTEREST GROUP LEADER
Applications are available in 164 Oregon Hall. Application deadline January 24, 1995,
For more information call 346-1079 or 346-3211.
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CALL OUR ADVERTISING

RIGHT ON TARGET cALL OUR ADVERTISING
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